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Abstract:

This study aims to highlight the concept of Social Engineering, categories target of social
engineering, motivation and goals of their attacks. As well as to find out the different types of
attacks (either as technology based deception, or purely human based deception) which based on
psychological manipulation, fooling users into handing over confidential or sensitive data and
hack their devices.

The researchers used the descriptive approach on an attempt to review the concepts associated
with social engineering and describe their impact on consumers in light of the widespread of
information and communications technologies.

We have also attempted to present some of the ways to reduce and prevent social engineering
attacks because it is highly unlikely that social engineering techniques will ever be completely
eliminated, the most important strategy that can be directed to combat social engineering attacks
is to raise awareness among the users on potential threats from the attackers.

Keywords: Social Engineering, Art of deception, phishing, Pharming, Impersonation.



SIAIY cllaud | e declainy] Al s

tdadls

OSdgndl B (o mn &) 259 i SIV) leamd) JISCsT 55 (3 83k JLasVly Sloslall Lr oSS (3 I padd) (Lo
G Ol e Jgadl Ogiy &) el milall OVl sl ool G (elaw o e Ol gy
Yl e adll pladt b e 0Ll L saedl Gl Gy Lo gl oBlems o 3 ke (LT Gl
C el ) by 25 iSO Wl 95y ¢ g iSOV dnadlST s Claly A1 agsbl Jlows)

B)ll oda g5 & & ¢« (Social Engineering)islon V) indidl ale mlloay Lo lamdl o g0l 1 a9
el pr Y 3y il i) ay Sleglall al Al 3 CaedY 2A e Blems 20U S5 G Rl
L s g g3l sl S 0lSS)l e Olad

Bl paty 4l Aolorr V1 Aadidl plisaal Ollgny 238l 3 4l el 13] (prledl) olam ¥l eligh) 0]
Loy @) Slaslall ) Syl 3o sl

oShgiad sy O (S gl st e antsiand) Gy Sy Slomdl e g5l 1g ool ald) 1o
Pl IS e Lede gl Lo Wgle Al sda sl (Wb 3Ll el Yl Blally (1. ol sl 313Y)
Ul

(dds |09 dslazr V) duwdidl aggds Yol

(gt 221939 dlar ) dudad) Slemd Bugrnd) Sladll L L58

s laxr Y1 duwdidl & dadsundl Gl W6

A dol) Aeall B ol jam gy dslear ) dwdadl Sloma Jo Ul .y

adods Jorlpeg dolaxr ) Awdidl aggdo 1Yyl

DU sl e U e el e3paf Lo e Mg Slaghall ol Bl as Fisloza V) Aedibl Gy S
IV e 2l 2z el dnled) Slaglall Jo Jgaml) daasund) Plog Calee” 1) deleam V) dwdidl i
J17" s ped) il Cans bl JHazas

[2]" el s dkas (305G Y ol 055 W8 Cnme sla) Y aseill s g e " 8L ca ey

Al b iela V) dwaidl S (Lo Christopher Hadnagy aedd (sl Cayadl i 3 ory iyl 1ag
ipetlill Yl lgmig ol L}J‘\ﬂ\ o =9 (Social Engineering: The Art of Human Hacking) &)
ey alas 305G Y o 05K W ure sl BEY el Codd e " BT b sl Y1 duigl)
31" s el ) SEY Cudl e Jgadl o Jgosll 5> (olagall e Jsuadl 1 Loy OF

23 s Glezedl Sluzmiy SN 8590 1 08 slazd ¥y cllged) Joo il abosll Al dlie— Cdgiallsy Laandl aie asledl 3S0
2018 Js,31 24



B9yl dee Bud 1/ JLeS b o

& ¢4l (The Art of Deception) gl - olsS” Lo Kevin Mitnick 44 (peslaia V1 Cpndigh JPS-A R
L ohsie Blsly AU U3 3 bledly plukl 3,487 e ad ST 2002 B oyt
Dzl @b 6 il azial wui ISy Oz aslan V1 awadl OF Joal) S izl Cagledl s e
Pl Slles Caby ae (Flaaelall (3 28 ) (bl Yl O @) (ST Ol dnb (3 B39l Al
b oo ol Lases L) Bb sda ane Loldly doeall 1Sy Lis aogd dadl of dewsdl L @S CILY)
Aglty dmial) B S o o g Gl n Lapdy slazm V1 Lol @long (392 SV) el b s o sl
LT Al SBlad) s 5 e Ol Slaghes @ e slea ¥ etighl by &) Slaglal) e Jsnad)
B eglld) Crendl @ e 2T e 1Y Ol G (3 Rsler V) dntid) Jleszal 28 0555
Ak pendly Aorlozr V) LM 2t Uly clle 85 Bmn ] Bl 3 md tlemr V1 pighl OF ) 5 L8Y1 0d LS
Aodidl el 2aadl Bl et B3] SO led) B8] g3 oy b sy el slas 2l e slaYl
L) i) WAkl 52 e oSG ST s ISy U3 0B Al e aslans Yl
4] AW LU e Jedes S8 3 Rslen V) lendl Dk oLl 252
Sl s b e amall Jim bkl e 8 ST e AU sds 3 1B Wiy Sleghalt a1
& o) Ll 2 LS el5 U] Loy Bt e cnlipulll ¢ slazm V) Lol dlsn e dalesnl) 39750V
P dr debemr W) el A4 LT Al sda iy el Je 23Lo) Sleglas e oMl Al
L AS6 A oS B bty by ol e Bigrd) dal) Sl b o lel) psi colaglal) o A
Sb o sl o Jeally Bagndl i) pa @M sl dl ) ods IS Ll ol 1 BBS1 sl 2
Lty & anledl Slglall glisly Zlnal o Sen a> (F1..280) @ibl)) Lol Candll bl JSlaza)
U3 ) Ly Jss ) Slegles cagbax¥) @l a1 (ol Slaghes @ 2o
adla) Uil o lel) ok Lgyyshaiy Bagaad) doeiall mo B0l ol 5ot BB JSds! 3
A Jyosh gty o bl & U dadl) Lall o led) oy a0 3 1 3ub ) Jgeoglly duiidl 4
st IS Jo fon OF (Sl a als st b el ]l Jsog e Bl (35 L Jled) G
Ll

Lokt adlg09 dsloxr ) duwdidl Olozed Bugrnd) Sldl) 1130

23 s Glezedl Sluzmiy SN 8590 1 08 slazd ¥y cllged) Joo il abosll Al dlie— Cdgiallsy Laandl aie asledl 3S0
2018 Js,31 24



S 9ASIV ezl e Ao Laia¥l Al slns]

Bdgand) Aol el gl Jelidl e 85057500 dolerr Y1 Awdidl Slama Jds @ planr V) etighl doxey
Bgake Bale il s L) dpogl) i &) ol 5T BVl o a5 ey o sl 0S5y
Gegeads pe ol JUIS
Slazmd Lligea) S ol Js> 2012 & (Chitery, Singh, Bag, & Singh) 0s-Ul s 26 gl 4l cloy
Dl st ) Lela ) duwaudl

¢3adkl il v

(oSledly s V0

(bl L oSS (3 (panasdl V7

(ol STl v

L) 3051 ) (3 lls v

.Lsf'-f ol v
S 2 B mog JW Sl

Eelozr Y1 dwdidl Slord Bugand) il 1(01) o8y K2

Entities which fall prey to social engineering attacks
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Motivation Behind Social Engineering Attacks
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d Attackers create malicious apps with attractive features and similar names to that
of popular apps, and publish them on major app stores

d  Unaware users download these apps and get infected by malware that sends
credentials to attackers

@
@

Artacker publishes

Creates malicious Qii malicious mobile
o mobile application > l l 9 apps on app store

Attacker : Malicious Gaming
Application
Wser credentials User downkoad and install
_Sands 1o the sttacher o ! I the maliclous mobile application  *
User
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Developer creates a gaming e N 6) downloads a legitimate game
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Mobile App - " Malicious

Store Developer
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Legitimate to third party
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Developer o app store :

User Third-Party App
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1. Attacker infects the victim’s PC
2. The victim logs onto their bank account

3. Malware in PC pop-ups a message telling the victim to download an application onto their
phone in order to receive security messages

4. Victim download the malicious application on his phone

5. Attacker can now access second authentication factor sent to the victim from the bank via SMS
S——

Infects user PC with malware : S d User logs 4o benk account
-lco. llllllllll‘.t.o..oltl.’ g w POP-UPt A MELLALe Appean
telling the user to
@ ossssrnsasssnsasssssessasesssssssssossnsaases e download an application
f User credentials sends to the attacker onto his/her phone
Attacker a User o
. Mmmhl -4
: \ from attacker's app store  :
- I.l.'.l.l.‘...’
Attacker uploads malicious App
application on app store Store <

Attacker’s App Store
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Of all survey respondents*:

60% say social engineering 0% know they either were or 65% of those who were
is one of the most significant may hawve been victims of attacked say that employees’
threats they face today. a social engineering attack credentials were compromised
during the past year. as a result of these incidents.
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facing organizations in 2016:
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